Information Security Annual Report

September 2005



Table of Contents

Lo INEFOTUCTION ...ttt b e bbbt 1
I1.  Activities for the Fiscal Year 2004/05.........cccooeiiiiiieiiee e e 1
A. Awareness and OULIEACH ... e 1
PrESENTALIONS ...ttt sttt ettt neenae e 1
INEW WEDSITE ... e 1
National Cyber Security Awareness Month (OCtober) .........cccceveveeiviieiieniene 2
B. Policies, Standards, Guidelines, and PractiCes..........ccccuvvrineninieniniiniceeeens 2
Property REPOIT OF LOSS ......oiiiiiiiiiiiiiesiee et 2
ITS Application Manager Data Request FOrM .........cccccoovvviveiesiieseese e 3
ANL-SPYWAre INFATIVE. ..o e 3
Identity ManagemENt ..........ccuevuiiieieeie e 4
PasSWOrd IManagemeNt ...........coueiiiiiiieieeie et e e 5
ATFIHALE PEISONS.....cviitiiiiiiiciieie et 5
Protecting the Confidentiality of E-Mail ............cccccooiiiiiiniin e, 6
WiINAOWS PALCHING ....vveveeie et 7
DiSK WIPING PrOCEAUIE........ceiiiiiiiiie ettt s 7
Cisco Clean Access/Perfigo Pilot in RESNEL .........cccvvveieeviiie e 8
Network AttaChed DEVICES ........civeiiiiiiiee e 9
Standardized SSL CertifiCates .........cccovererireriresieeeie e 9
Procurement and Software Acquisition Framework...........ccccvereeneninneeniennn 10
Disaster Recovery/Operations CONtINUILY ........ccevveieiiene e 10
C. Incident Management, Detection and Remediation ............cccocevvinienneninnnnnn, 11
FOrensic TOOIS/TIAINING.......ccviieiieie et 11
Incident Mangement and RESPONSE ........covueieirieeriiiie e 11
CSIRT DeVEIOPIMENT.....cviiiiiicieee et 13
INTrUSION DELECTION. ... .ottt 13
D ASSESSIMENT. ...ttt e e e nn e 14
Microsoft ASSESSMENT AUIL........ccueverieriirieie et 14
Information Security High Level ASSESSMENT........cccovriieniiiniieneceeee e, 15
E. Legal CoMPIANCE.......ccoveieiiecee ettt 15
Senate Bill (SB) 25 ComplianCe ..o, 15
Social Security NUMDEIS........c.ciiiieiicce et 16
Fo CSU ACHVITIES ...veevii ettt ettt e s e nte e nneenne e 16
H1. GOAIS TOF NEXE YBAI ...ecvieiiiie ettt 17
A. Continue Migration of PeopleSoft Student System .........ccccevvvvevierviieneeriene 17
B. Continue Centralization of Data using Co-Location and Distance Data Center
IMIOTBIS. ...ttt ettt e b e nbe s e sre e beeneeeneenbeeneenreas 17
C. Engagement/Participation at System Level in Ways that Benefit Campus ....... 17
D. Recommend Standards and Practices for Confidential Electronic
COMMUNICALION ..ottt bbb 17
E. Strengthen Awareness of Campus CONSEItUENCIES .........c.oovrviriienininiceeee 17
F. Re-evaluate and Update Information Security Program............................ 18
G. INtruSION DetECTION. ... eu ettt e e e e e e e e e e e e eans 18
H. ReCOrd REIENTION. .. ...ttt e e e e e e 18



l. Introduction

University information is acquired, transmitted, processed, stored, transferred, and/or
maintained by Cal Poly and its auxiliaries. Cal Poly students, employees, consultants,
and contractors may have access to University information. University information is
found throughout the campus community in various forms, including paper
documentation, electronic form, and verbal communication.

Information security is of interest to the campus, the CSU, the state and the nation.
One of the reasons for this is the number of information security incidents reported by
universities, some requiring notification to thousands of individuals. These incidents
have not gone unnoticed by the legislature, resulting in new and proposed legislation.

As this report illustrates, many activities have taken place in the past fiscal year (FY
2004/05) to improve the security of University information. This report also briefly
describes projects that have been identified to be undertaken in FY 2005/06 that will
support continuation of our efforts to secure and protect university data, including
personal and confidential information.

I1. Activities for the Fiscal Year 2004/05
A. Awareness and Outreach

Presentations
For further information contact: Vicki Stover

Numerous presentations to campus groups on the subject of security awareness and
security management occurred which resulted in increased interest, understanding,
and support for security measures. People are hearing about information security
issues from multiple sources. There is an understanding that the threats are real and
the effort to increase security throughout the campus is worthwhile.

Presentations were provided to, among others, the Library staff, Dr. Sena’s Graduate
Seminar on Security Management, the Health Center staff, Dr. Chirica’s course on
Database Implementation course, the Contracts and Procurement Services Open
Forum, and the President’s Management staff. It is important to note that these
presentations are being given by both information security and functional personnel.

New Website

For further information contact: Mary Shaffer, Ryan Matteson, or Vicki Stover
Reference: http://www.security.calpoly.edu;
http://www.calpolynews.calpoly.edu/cpreport/O5reports/feb 16.htm

A major source of outreach this year was the development of a security website. The
website provides links to the Information Security Program and the Responsible Use
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Policy, a section on current issues (e.g., security breaches, viruses and spyware, and
e-mail “phishing” schemes and other hoaxes, etc.), an Information Security Top Ten
list, and instructions on how to report a violation. In addition, there are special
sections specifically for employees, technical support staff, and “everyone” that
provides security information which is relevant for that segment of the campus
population.

The launch of the new information security website was announced in the February
16, 2005 Cal Poly Report.

National Cyber Security Awareness Month (October)

For further information contact: Mary Shaffer, Ryan Matteson, or Vicki Stover
Reference:
http://www.calpolynews.calpoly.edu/cpreport/04reports/reports/Oct_20.html;
http://www.security.calpoly.edu/what_everyone/being_safe online.html

The October 20, 2004 Cal Poly Report announced October as National Cyber
Security Awareness Month. The Cal Poly Report article stressed practicing cyber
safety and directed people to the new Cal Poly security website, the StaySafeOnline
national website, and the Cal Poly Portal for information about free downloads of
Norton Anti-virus software. An October 22 e-mail to Cal Poly employees from Bob
Detweiler and Larry Kelley stressed the importance of practicing cyber safety and
protecting personal information and provided links to related policies and websites.

B. Policies, Standards, Guidelines, and Practices

Property Report of Loss

For further information contact: Craig Schultz or Vicki Stover

Reference:
http://www.afd.calpoly.edu/FiscalServices/financialreporting/property.htm

University Property Services continues to undertake departmental, college and
division reconciliation of inventories. Measurable improvements have been made
and documented, but concerns still exist that departments, colleges, and division
technical staff and administrators are assertively and accurately managing computing
equipment that often contains confidential data. Processes are in place to be proactive
in managing inventory (e.g. Equipment Move Form, Transfer of Ownership, etc.) and
preventing property loss. New procedures were created to ensure that university data
is completely removed from equipment prior to being surveyed. (See Disk Wiping
Procedure below.)

As required in the Information Security Program, University Property Services began
providing copies of the Computing Equipment Loss Report to the Information
Security Officer when lost or stolen computing equipment was involved. During the
fiscal year, 14 computers were reported lost or stolen. Each of the areas that reported
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the lost or stolen equipment was contacted. Each area reported that no confidential
information was stored on the equipment.

ITS Application Manager Data Request Form
For further information contact: Theresa May
Reference: http://www.polydata.calpoly.edu/

Traditionally, the data warehouse provided information to campus employees on a
“need to know” basis. Individuals would request access to the system or would be
automatically granted access based on access to existing online systems (i.e., if a
person has access to certain screens within SIS, they would then be granted access to
data warehouse tables containing that same information). These users would then
access the data warehouse to develop reports and/or lists for their department. During
the past year, we saw an increase of requests for data to be made available to campus
software applications. In many cases, the data was needed to automate processes
and/or enhance service delivery to students, faculty, and staff.

In working with the application administrators, Information Technology Services
(ITS) learned that the information can be accessed via the data warehouse as needed
in some cases but not all. In other cases, the information must be stored within the
application’s database in order to be utilized by the application. This situation
introduced a new data security issue as data would be moving from the source system
through the data warehouse into another application database.

In order to ensure appropriate use of campus information, the Application Manager
Data Request Form and process were developed. The form allows the application
manager to request data they need to support their application and provides for a
review by the data authorities to ensure proper use of the information.

By utilizing the data warehouse as a ”hub” for information exchange, the campus can
benefit by utilizing an approval/review process, consistent business definitions,
ability to audit connections and data extractions, and the elimination of data feeds
between systems that are not managed appropriately.

Since the inception of this process in Fall Quarter 2004, Information Management has
received 17 Application Manager Data Request Forms. Of those, seven have been
completed, two are in progress, one has been denied, and five are in the queue for
processing.

Anti-Spyware Initiative
For further information contact: Craig Schultz
Reference: http://irmppc.calpoly.edu/2004/Anti-Spyware-Initiative 031405.pdf

Due to a significant increase in the number of spyware attacks that directly impacted
teaching and learning activities, resulted in data and security breaches, and generally
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decreased productivity, it was formally recognized that spyware had outpaced viruses
as a primary threat to campus computing.

With the approval of Cal Poly’s Information Resources Management Policy and
Planning Committee (IRMPPC), ITS implemented an enterprise, integrated anti-
spyware solution and strategy that includes all students, faculty, and staff
(ASI/Foundation/State) for both on- and off-campus use.

To date, roughly 40% of all on-campus computers are configured with the enterprise
anti-spyware software and roughly 1,000 downloads have occurred via the Cal Poly
Portal for off-campus computers. Beginning in June 2005, all new workstations
deployed to employees through the campus Workstation Program are being
configured with anti-spyware software. In support of the campus desktop initiative,
ITS and the ISP will work with the Vice Presidents, Deans, Department Heads, and
technical staff to ensure anti-spyware and overall desktop management and security
practices are implemented on faculty, staff and student computers and servers in their
areas.

Benefits to the campus include reducing on-campus disruptions, protecting
confidential information, and supporting campus compliance with legislation
regarding the protection of personal information. In the first 60 days of
implementation, more than 100,000 spyware attacks were intercepted by the campus
enterprise anti-spyware product.

As a conservative campus estimate, using both technical support staff and student
assistants, the remediation cost for spyware was $60,000 per year. The productivity
impact to users and disruption to teaching and learning activities far exceeds this
number. To date, we are aligned with projections that the campus enterprise anti-
spyware solution will have a payback period of less than six months. Usage and
effectiveness of this solution will continue to be monitored.

Identity Management
For further information contact: Theresa May

Cal Poly began building an Identity Management Infrastructure four years ago in
coordination with a CSU-wide initiative to allow all 23 campuses to interact with one
another in a seamless environment. The Identity Management Infrastructure consists
of Enterprise Directory Services, Central Authentication Services, Automated
Account Provisioning Infrastructure, and enablement of Authorization Services.
During the past year, ITS began supporting the integration of campus applications
and services with the infrastructure. Through the integration process, the dependency
upon the quality of campus information became very apparent. As much of the
Identity Management Infrastructure utilizes campus information to automate
processes, ITS looked to the Information Security Committee to assist with improving
data quality throughout the authoritative data sources.
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The Information Security Committee reviewed the Identity Management
Infrastructure and discussed the use of campus information to support it. The data
authorities showed support and agreed to work with ITS to improve the quality of
data within their systems.

As a result of this process, the data authorities are engaged and have taken part
ownership of the Identity Management Infrastructure. Processes were put into place
to respond to data quality issues regarding the reconciliation of identities between the
authoritative sources of data. This has resulted in improved services to students,
faculty, staff, and affiliated persons as data discrepancy issues are resolved quickly.

Password Management
For further information contact: Theresa May or Ryan Matteson

As part of the Identity Management Infrastructure, Cal Poly has implemented Central
Authentication Services and is moving towards a single username/password
credential for access into all integrated campus applications. The goal is to help the
user experience by supporting a web environment requiring fewer logins and
strengthening password management for the Cal Poly credential. By utilizing a single
username and password combination, campus security can be improved by enforcing
campus policies regarding password management. The Cal Poly password is
managed through the Password Manager which is deployed via the Cal Poly Portal.

The Password Manager application supports complex business rules for setting the
Cal Poly password. During this past year, the Information Security Committee was
consulted for advice on improving the strength of the password by increasing the
length from six characters to eight characters. The recommendation was supported
by the committee and the new password length was implemented. In addition, the
committee discussed the recommendation to expire passwords on an annual basis.
While this project will not be implemented until FY 2005/06, the recommendation
was supported by the committee and the planning and design work is moving
forward. Ongoing analysis will be performed to balance requirements for ease of use
and practical security requirements. As new systems transition to newer technology,
options such as pass phrases will be considered. Pass phrases may allow for
increased security while easing the burden of memorizing a complex password.

Affiliated Persons
For further information contact: Theresa May

As part of the Identity Management Infrastructure, campus identities must be
managed within the Enterprise Directory. Since Cal Poly has many sources for
campus identities, ITS developed a reconciliation process to combine information
from the Cal Poly supported databases into one identity for each person. The process
for reconciling identities between systems is extremely complex and the data
authorities assist with the process as necessary. In order to accommodate the delivery
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of campus services and resources to individuals that do not exist within campus
sources, the Affiliated Persons data source and process was created.

The Information Security Committee reviewed the need for Affiliated Persons and
assisted with the development of this person type and its associated processes. This
new process allows for consultants, volunteers, and other individuals affiliated with
Cal Poly to be added to the Identity Management Infrastructure in order to receive
access to campus resources. It is also important to note that the authoritative sources
of campus identities are no longer adding people to their systems for the sole reasons
of granting them access to campus services such as e-mail.

Currently, there are 53 affiliated persons within the new system. Of those, 32 were
carried over from the legacy External Persons process, and 21 have been added
directly into the new system. The 21 new individuals were entered into the system
with start and end dates to ensure an annual review and approval of their ongoing
need to access campus resources. During this coming year, the Information Security
Committee will assist with the implementation of processes for the annual review and
de-provisioning of accounts for all affiliated persons who are not approved for
continued access to campus resources and/or services.

Protecting the Confidentiality of E-Mail
For further information contact: Ryan Matteson

E-mail offers a convenient way to communicate with university constituents and in
many cases is replacing traditional postal service for delivering messages. E-mail can
also create risks to confidentiality of campus data since the information may be
intercepted by unauthorized parties while in transit or while stored. As e-mail
becomes an official means of communication for business and academic purposes,
additional technical protections for e-mail have been implemented.

The PolyComm Oracle Collaboration Suite rollout includes measures on servers and
workstations to ensure that all web and desktop client access for reading e-mail and
using Calendar take place over encrypted connections. This implementation requires
no extra effort on the part of the end user and represents a major advance in ensuring
that campus information is protected even in cases where users retrieve e-mail over a
connection which would not otherwise be secure, such as an open wireless network.
Additional measures have also been implemented to secure the servers and user
passwords, providing strong security from the time a message arrives through the
time it is read by the recipient.

With a mode of operation similar to postal service, e-mail remains vulnerable in
transit outside of campus; as yet, there is no widely-supported mechanism for
encrypting messages from end to end. Further, the ease with which messages may be
forwarded can lead to unintended distribution of sensitive material. In future phases
of the PolyComm project, new modes of message transfer will be considered,
including ubiquitous file sharing with strong access controls, instant messaging, and
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developing possibilities for message encryption. Together, these approaches will
provide a coherent set of solutions to meet campus needs for secure and timely
communication.

Windows Patching
For further information contact: Craig Schultz
Reference: http://aacc.calpoly.edu/Documents/DesktopSecurity v3-102504.pdf

The Microsoft Windows operating system is the most widely deployed operating
system on campus (i.e., Workstation Program, computing labs, administrative
support); it is also the most vulnerable to attacks and security breaches.

This past year, Cal Poly formulated a “Desktop Security Initiative” to address these
risks in a proactive and sustainable manner, engaging the university, self-support
entities and auxiliaries to achieve consensus on a consistent approach to security.
Active involvement of ITS and campus LAN Coordinators is essential to help
establish and support campus wide policy, standards and guidelines. Consensus was
that a phased implementation methodology should be adopted, due to the varied
demands and workflows in departments, colleges and divisions (e.g. hybrid of
centralized and decentralized support models).

At the end of Spring 2005, it is estimated that 85% of all Windows operating systems
on-campus were patched, based on discussions with technical support staff (LAN
Coordinators) and departments, colleges and divisions leveraging automated desktop
management tools. To assure that systems are patched or replaced LAN Coordinators
should be charged with ensuring remaining systems are patched or, if necessary,
hardware and software upgraded. Unless this is done the campus remains at serious
risk. Security is an ongoing process that should be automated where possible.
Particular emphasis this past year has been to leverage the CSU-Microsoft license
agreement and have units upgrade to Windows XP which affords noteworthy security
enhancements and automation.

Expanding desktop management techniques in the colleges and divisions (e.g.,
implementing Microsoft, Novell and Apple tools) is expected to save an estimated
three hours per computer per quarter. With roughly 2,000 campus workstations this
represents a significant time and resource savings.

Disk Wiping Procedure
For further information contact: Craig Schultz
Reference: http://uss.calpoly.edu/documents/Security HardDrive 040505.doc

As a result of random samplings and incidents involving survey equipment,
modifications to the Property Survey process were recommended to ensure
departments are fully aware of how to meet their responsibility for ensuring storage
media (e.g. hard drives) have been wiped or destroyed prior to asset disposition or
internal reassignment. Cal Poly Property Services forms have been updated to include
specific declaration and signatures that these procedures have been completed. This
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effort was motivated by an incident which occurred during the year which highlighted
the potential for disclosure of data on legacy media.

Cal Poly’s standardized tool and processes are to securely wipe hard disks of
computers that are being surveyed for public auction, disposed of, or reassigned to
other individuals or departments on campus. The tool is available at no cost and
meets government security guidelines when used as directed in the campus process.

Departments needing to dispose of outdated or removable storage media (e.g.,
unusable hard drives, compact disks) may utilize specialized services for which the
University has established contracts, including on-site disposal by a fully bonded and
licensed disposal service. “Wiping” the hard drives is a low-cost, high-return activity
to prevent release of confidential information and avoid future security incidents.

Cisco Clean Access/Perfigo Pilot in ResNet
For further information contact: Johanna Madjedi

There are approximately 3,500 students residing on campus, all having high
bandwidth network connections. A resident's computer, when compromised with a
virus or other malicious software, can impact network performance for the entire
Residence Hall community and serve as a launching point to infect or attack other
computers both on and off-campus. Housing and Residential Life and ITS evaluated
a new technology solution (Cisco Clean Access) during Winter and Spring Quarters
2005 that enables network login and enforces current operating system levels,
patches, anti-virus and anti-spyware protection software on computers connected to
the Residence Hall network (ResNet).

The evaluation proved to be successful in accomplishing the goal of ensuring that
computers connected to ResNet are configured to prevent unwanted access and to be
free of infections from viruses, thus increasing the availability, reliability and security
of ResNet and reducing the support overhead for ResNet staff.

Implementation of this infrastructure took place during Summer Quarter 2005, so that
all Residence Hall students will be using it when they move-in during FY 2005/06l.
ITS projects that support calls should be significantly reduced and network uptime
significantly increased. ITS and Housing will summarize and report on the impact
compared with FY 2004/05 periodically through this academic year.

While this product does not address the standard interface in a web based
implementation, the client-based implementation does meet campus security needs.
Discussions are on-going between Cal Poly and Cisco regarding possible changes to
the product to interface with the campus Central Authentication Services for web
based services, and consideration will be given to potential campus-wide solutions.

Page 8



Network Attached Devices
For further information contact: Johanna Madjedi
Reference: http://www.netadmin.calpoly.edu/policy/index.html

With the completion of the Technology Infrastructure Initiative (T1I) project this past
year, the IRMPPC has adopted policy, standards and processes to ensure that the CSU
network standards are maintained and new network installations follow these
standards as well. This homogeneity in network design and access across the campus
enables standard service level expectations for campus users and consistent support
across the campus, thus achieving one of the main goals of TIl. This new standard
resulted in 20 — 30 network devices and approximately 60 wireless devices being
upgraded or replaced.

As part of this standardization process the campus also reviewed and established, via
the IRMPPC and other campus computing advisory committees, exception processes
for those needing service beyond baseline standards.

The consistent infrastructure has already allowed for a significant reduction in time
for re-imaging lab computers and increased response rates to security incidents
involving infected computers that could compromise the integrity of the campus
computing environment as a whole.

Standardized SSL Certificates
For further information contact: Ryan Matteson

A wide range of university processes are now supported by self-service interactions
with campus web sites and other online services. Constituents benefit from having
immediate access to accurate information at any time, while campus support staff can
focus on providing higher quality interactions with users. In those cases where a web
site or other server provides access to information of a personal or confidential nature,
the site must provide for encryption of the information transmitted over the network
and a method for users to verify that they are interacting with a trusted campus site.
SSL certificates are key to providing these protections, but can become a significant
ongoing cost due to their time-limited nature.

A process has been implemented in which ITS performs bulk purchases of certificates
from a reputable commercial provider. ITS then assists campus departments in
acquiring the appropriate certificates, and provides expert security advice as
requested to address unique requirements. Benefits to the campus include a cost
savings of 60% over individually purchased certificates, central tracking of
certificates to ensure that renewals are completed prior to expiration, and a consistent
approach to providing for confidentiality and integrity of data transmitted via
university web sites. Time to obtain a new certificate or renewal is also greatly
reduced, allowing for more rapid provisioning of new services. This approach is
consistent with that used for campus domain names, with similar benefits in central
management and assurance that renewal deadlines are not missed.
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More than 50 certificates have been issued through this process in the first year. They
are currently in use by ITS, University Advancement, ResNET, the Foundation, the
College of Agriculture, Administration and Finance, and the Library.

Procurement and Software Acquisition Framework
For further information contact: Dave Ross

The campus computing advisory committees identified the need for a software
acquisition process to aid campus organizations in their decisions to buy software
based applications and services. A subcommittee of the Administrative Advisory
Committee on Computing (AACC) is drafting a self-service checklist along with
supporting instructions to be used to support such decisions. This checklist will help
organizations ask the right questions and find the resources they need when
considering the purchase of a software application or service. Elements to be
considered include security, accessibility (ADA compliance), total cost of ownership,
and compliance with existing policies and laws.

The AACC subcommittee is expected to finalize the draft checklist and procedures
early in Fall Quarter 2005 and share it with other campus computing committees for
comments. A final version will go to the IRMPPC for approval by Winter Quarter
2006. Once this checklist/process is approved, Contract and Procurement Services
will verify that the organization buying a software application or service has
completed the checklist to ensure that it meets all appropriate considerations and that
any risks have been addressed or understood and accepted as appropriate.

The implementation of this checklist/process will ensure the campus does not buy
duplicate software and also that purchased software supports campus technology
standards and appropriate policies and legislation. It should result in a procurement
cost savings to the university, reduce the number of security vulnerabilities in campus
systems, encourage consistency in vendor contract language across state and auxiliary
organizations, and ensure compliance of all systems with existing policies.

Disaster Recovery/Operations Continuity
For further information contact: Vicki Stover
Reference: http://security.calpoly.edu/what employees/ops cont planning.html

On September 9, 2004, the Operations Continuity Plan was approved. The Plan
provided a template which was to be used to document key information within a
department to ensure the campus’ ability to recover from a disruption. The
Operations Continuity Plan was included in the annual “Emergency Preparation”
memo (dated November 1, 2004) which was distributed to the Vice Presidents, Deans
and Department Heads. The departments identified as critical in the plan were to
have their Operations Continuity Plans completed by June 30, 2005.
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C. Incident Management, Detection and Remediation

Forensic Tools/Training
For further information contact: Ryan Matteson

Recent additions to California Civil Code, industry contractual requirements, and
CSU policies all increase the need for accurate analysis of digital artifacts. In some
cases, this analysis is necessary to establish whether or not a report must be issued
following a potential security breach, as with CA CC 1798.29 (formerly SB1386); in
others, the need is focused on understanding the extent of exposure, as in the
contractual requirements under the credit card industry Card Information Security
Program. In all cases of potential compromise or policy violation, it is in the interests
of the university to rapidly understand with a high level of confidence whether or not
a compromise occurred, and what may be done to protect against future incidents.

This year, ITS developed a high assurance, legally applicable forensic level collection
and analysis capability, based on specialized hardware, software, and trained staff.
The initial focus of this effort has been on those types of cases which have the
potential to be most common and have the highest impact to the university, including
aforementioned California state law and credit card industry requirements.
Effectiveness has been demonstrated through successful investigations in cases of
reported policy violation, and analysis in response to requests from University Legal
Counsel and Human Resources. This capability has also been used to establish the
requirement for and effectiveness of the previously mentioned standard Disk Wiping
Procedure and has provided dividends in recovery of data in emergency situations.

Future efforts will include expansion of this capability to include more advanced
analysis methods, and establishing a shared facility and cooperative model between
ITS and the University Police Department to use resources effectively while ensuring
appropriate separation between investigations of criminal and non-criminal matters.

Incident Management and Response

For further information contact: Mary Shaffer, Ryan Matteson or Vicki Stover
Reference:

http://www.security.calpoly.edu/what_employees/notifications affecting_cp_users.html

The University’s practice is to disclose any breach of system security to all affected
individuals (not only California residents as required by law) whose unencrypted
personal information was, or is reasonably believed to have been, acquired by an
unauthorized person. All notifications are posted on the campus security website.

There were four breaches last fiscal year, which resulted in total notifications to 1,171
individuals.
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Two of the incidents (Physics — 77 individuals/Aerospace Engineering — 411
individuals) involved social security numbers that were on class lists. Social security
numbers have since been removed from the class lists.

A December 2004 breach notification to 31 individuals was necessary when
University Police were notified by the Grover Beach Police that they had seized a
hard drive belonging to Cal Poly during a police action. It was determined that the
hard drive had been removed from a computer that was once placed in the Office of
Academic Records, Enrollment Support Services and that it contained confidential
information. University Property has since instituted a requirement that hard disks
that are being surveyed for public auction, disposed or, or reassigned to other
individuals or departments on campus must be securely wiped.

The fourth incident involved ITS and notification to 652 individuals. The incident
occurred when a computer worm infected a specialized test computer used in
conjunction with the PolyCard campus student identification card service. Following
the incident, ITS took steps to repair the affected machine that greatly reduced the
chance for future breaches of information security.

Proactive improvements in security policy, awareness, and technology all contribute
to a solid information security program at Cal Poly, but there will continue to be
incidents which require response. These incidents may be classified in many ways,
including severity, nature of event, and response activity required. In order to
respond appropriately to a specific incident, to ensure sustainable and consistent
response for all incidents, and to forecast future trends, it is critical to track incidents
in a disciplined fashion. Progress was made in this area by expanding the campus
Remedy platform to include support for confidential tickets, which allows sensitive
details to be stored alongside basic incident information, with access granted to
campus staff on a need to know basis. Additional support for categorization of
incidents was also designed, in order to better understand how campus resources are
being used to address specific threats.

This year saw an increase in the types of incidents which are tracked and handled by
the campus. In addition to incidents requiring notification, nearly 700 instances of
virus infection were noted and addressed, and the campus received and responded to
25 copyright violation advisories, eight of which involved campus computers most
likely compromised by a third party. While ongoing efforts are expected to reduce
the potential for virus infection and unauthorized access, it must be noted that the
technologies which create the potential for these incidents continue to evolve, as well
as the ability of the campus to detect and track these incidents.

The strategy in this area is to improve tracking of incidents which may currently be
underreported in order to better understand the real impact to campus, to create less
resource intensive approaches to handling specific classes of incidents. Particular
focus will be on building awareness on campus of the importance and benefits of
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preventing the most critical types of incidents, and in providing tools to prevent or
detect events which may lead to incidents.

CSIRT Development

For further information contact: Ryan Matteson

Reference: http://www.calstate.edu/info_security_mgmt/incident_response.shtml
http://security.calpoly.edu/spyware/msproxy.html

Computer Security Incident Response Teams (CSIRTs) have been identified as a
priority at the CSU system level. Cal Poly has participated in CSU efforts to develop
standardized processes and communication channels for responding to computer
security incidents, in concert with training and facilitation provided by the Carnegie
Mellon CSIRT team. The university currently has effective policy and core team
members designated to address security incidents; Cal Poly efforts in this area have
been shared with other campuses and are under consideration for use in system
standards.

While efforts in this area are in the early stages, Cal Poly sees particular benefit in a
shared effort to develop procedures within its existing policy framework; this shared
approach is of great relevance given the volume, complexity and time sensitivity of
the latest generation of incidents. This is illustrated through an incident which
occurred in November 2004, in which numerous campuses worked collaboratively
with the Chancellor’s Office to assess and respond to threats to confidentiality of
campus data from a software proxy known as MarketScore. Communication within
and across campuses allowed rapid understanding of the threat and possible solutions;
Cal Poly both contributed to and benefited from this collaborative effort, leading to
identification and remediation of this threat for more than 300 campus users.

Future efforts will focus on formalization of procedures and communication channels,
and clarification of roles in campus interactions with the CSU.

Intrusion Detection
For further information contact: Ryan Matteson

This year, effort was put into understanding the available information sources which
can inform intrusion detection activities. Implementation efforts included automated
monitoring and measurement of items with multiple applications: providing basic
intrusion detection capability, but with primary focus on availability and performance
for end users. For example, basic accessibility of a server over the network is of
primary use in detecting and responding to hardware or software failures which may
affect service to end users, but also raises the alert in cases where malicious attacks
are being launched with the intent of disabling a service or inappropriately accessing
a resource.

This approach has proven effective in establishing the scope of incidents such as
MarketScore (see CSIRT Development, above) and informing manual analysis and
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response for threats which are not handled through common detective measures such
as anti-virus software. In a landscape increasingly filled by threats which are rapid
and extreme in nature, more is required; the campus must move to a blend of
automated detection approaches which consider variance from baseline behavior in
addition to the signature-matching methods employed to detect those attack types
which are already known.

In the coming year, additional effort will be made on measurement and detection of
events which are of primary use in proactively detecting security-related events. For
example, measurement of ongoing network traffic broken down by specific service
type will be used to rapidly identify shifts in usage patterns which would suggest the
beginnings of a network-based attack. Emphasis will be placed upon solutions which
provide immediate and accurate information to support decision making, as opposed
to existing approaches which provide point-in-time forward. Centralized collection
and correlation will be a theme, with the intent to extract the highest quality
information out of available but dispersed data and make it available in an actionable
form.

While monitoring resource usage, these new measures will be designed with
awareness of privacy concerns and will focus on traffic patterns as opposed to
tracking or analysis of full content. In all cases, security monitoring and operational
information will continue to be classified and protected appropriately.

D. Assessment

Microsoft Assessment Audit
For further information contact: Craig Schultz

In July 2004, a Microsoft Risk Assessment was performed by an experienced
Microsoft Partner team. The focus was intended to gauge the status of security
strategies across a diverse range of PolyCard program and support services.

The Microsoft Risk Assessment was performed using multiple quantitative and
qualitative tests that include completing questionnaires, conducting interviews with
ITS and Foundation team members (technical staff and management) and review of
documentation. Sample configuration information was provided by Cal Poly from
specific hosts and reviewed in detail. At no time was unsupervised access granted. In
addition, at no time were scanners, automated testing tools, network sniffers or other
security assessment technology deployed against any portion of the Cal Poly network.

An executive-level report of findings was presented to the Information Security
Officer, Chief Information Officer, and ITS management and PolyCard teams,
including Foundation (Campus Dining). Extensive supporting documentation was
presented, with actionable recommendations and priorities; focus areas were
infrastructure, applications, operations and people.
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Actionable items that were initiated this past year included: completion of PolyCard
server upgrades (hardware and software) and migration to the ITS Machine Room
(data center) with internal campus firewall and controlled access; completed lock
down of PolyCard office and printing workstations; implementation of strong
passwords and security/role-based user accounts on core systems and workstations;
implementing centralized security controls and monitoring mechanisms, including
server logs; worked with vendors to streamline patch certification processes;
documented and implemented a change control and management process for
PolyCard environments; and planned and outlined requirements for development and
test environments.

NOTE: The vast majority of processes and techniques utilized for the Microsoft Risk
Assessment have applicability to other projects and baseline services within ITS and
the campus community. To the extent possible under contract and non-disclosure
agreements, ITS has extended the “lessons learned” to other operational areas during
this past year to improve security and services delivery.

Information Security High Level Assessment
For further information contact: Ryan Matteson

A draft has been completed of an information security risk self-assessment document,
intended to aid campus constituents in understanding the posture of their areas
relative to security best practices. This document is brief and non-technical in nature,
and provides a means by which needs can be identified for additional awareness
materials, changes to practices, and development of policy, standards and guidelines
to encourage appropriate and consistent protection across the campus.

In the coming year, additional risk assessment tools will be developed to address
specific areas which are believed to offer most benefit through increased management
of risk. These items will be guided by results from use of the current self-assessment
documents as well as industry and higher education trends, tracking of incidents
which occur on campus, and requests from campus constituents. Some of this work
will focus on technical areas, but in all cases will be based on the premise that
information is not a technology problem but rather one of ensuring resiliency of those
resources which are used to support university operations and the teaching and
learning environment. Work in this area will lead to a more informed culture of
security awareness, and aid in proactively addressing an inevitable increase in
requirements imposed through legislation and contracts.

E. Legal Compliance
Senate Bill (SB) 25 Compliance

For further information contact: Vicki Stover or Craig Schultz
Reference: http://polycard.calpoly.edu/newcard/Spring2005 Design.html
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Senate Bill (SB) 25, passed during the 2003/04 legislative session, amended the Civil
Code Section 1798.85 which limited the CSU’s use of social security numbers as
identifiers for students and employees. To assure Cal Poly was in compliance with
this law, the four Vice Presidents signed statements confirming that the division for
which they have responsibility would be in compliance as of July 1, 2005.

This legislation also had an impact on the PolyCard which could no longer have the
individual’s social security number encoded on it. To meet this requirement and
schedule, the PolyCard Office embarked on a campus-wide initiative designed to
replace all existing cards with a new PolyCard that does not use a magnetically
encoded social security number for identification purposes. All new students, staff
and faculty to Cal Poly started receiving the new PolyCard design effective June 1,
1005 and current students and employees were advised to replace their old cards.
Campus services will no longer accept the non-compliant cards, and individuals have
been directed to destroy their old cards or to return them to the PolyCard Office for
destruction.

As of August 9, 2005 the PolyCard program has distributed nearly 12,000 new cards
and 2,200 new cards for Summer Advising. Approximately 5,000 faculty, staff and
students have yet to pick up their new PolyCard and additional reminders will be sent
to those individuals in Fall Quarter 2005.

Social Security Numbers
For further information contact: Vicki Stover

The use of social security numbers on campus continues to be necessary because of
the Student Information System which uses SSN as a key identifier; however, the use
of social security numbers has raised additional concern because of the potential for a
breach and the related notification. To assist in the eventual elimination of the use of
social security numbers on campus, the Information Security Committee has
established an inventory of departments and processes that currently use social
security number. This listing has been helpful in reviewing the use of social security
numbers and has resulted in some areas eliminating such use.

F. CSU Activities

In January 2005, Janice Lim was appointed as the CSU’s new Senior Director of
Information Security Management. Janice serves as the CSU’s senior officer
responsible for information security in both electronic and hard copy formats. She
provides policy leadership for the campuses and the Chancellor’s Office to ensure
that data and information in the CSU is handled according to best practices and legal
obligations. Janice has scheduled regular meetings of campus Information Security
Officers to discuss policies as well as the role of the ISO, created a listserv for 1SOs
to share best practices, and has identified and supported training opportunities for
campus security personnel.
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Goals for Next Year

Following are brief descriptions of projects that have been identified to be undertaken
in FY 2005/06 that will support continuation of our efforts in the area of security. In
addition to these projects, work will continue on efforts begun in FY 2004/05.

A.

Continue Migration of PeopleSoft Student System

One of the major security benefits in the transition from SIS to the PeopleSoft
Student System will be the removal of the social security number as the key
identifier for students. The availability of social security numbers will be highly
restricted with only those having a “need to know” having such data.

. Continue Centralization of Data using Co-Location and Distance Data Center

Models

ITS Operations and Production Services has recently established a co-location
facility model for departmental services. This facility enables departments to co-
locate their critical servers to the more secure campus data center. By placing
departmental servers in this environment, it will increase reliability of the
services, provide scheduled backups and ensure more secure access.

Engagement/Participation at System Level in Ways that Benefit Campus

The campus will continue to participate at the system level with those activities
that are of benefit to the campus. This participation will include, among others,
CSU policy development (security awareness training, acceptable use, etc.) and
clarification/formalization of CSIRT roles, procedures and communication
channels.

Recommend Standards and Practices for Confidential Electronic Communication

In future phases of the PolyComm project, new modes of message transfer will be
considered, including ubiquitous file sharing with strong access controls, instant
messaging, and developing possibilities for message encryption. Together, these
approaches will provide a coherent set of solutions to meet campus needs for
more secure and timely communication.

Strengthen Awareness of Campus Constituencies
College meetings will be scheduled for Fall Quarter 2005 with the intent of
introducing information security and engaging them in this critical effort. These

meetings will be followed by an Open Forum during October to celebrate Cyber
Security Awareness Month.
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Particular focus will be on building awareness on campus of the importance and
benefits of preventing the most critical types of incidents and in providing tools to
prevent or detect events which may lead to incidents.

Re-evaluate and Update Information Security Program

The Information Security Program has been in place for over a year. Itis time to
review the program in light of actual experience and to determine if changes to
the program are warranted.

. Intrusion Detection

Additional effort will be made on proactive measurement and detection of events
which indicate a possible security incident. Emphasis will be placed upon
solutions which provide immediate and accurate information to support decision
making.

. Record Retention
A recent security breach at another CSU campus highlighted the need for the
campus to establish and abide by record retention schedules. During this next

year, record retention schedules will be reviewed, documented, and
recommendations and best practices proposed.
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